THE ELECTRIC SECTOR
BLACK SKY RESILIENCE
CONFERENCE

MAY 21-22, 2025

AGENDA

Hosted by:
Exlon, PIM Interconnection and EIS Counci




DAY 1 WEDNESDAY | MAY 21

Session 1 Planning for and Responding to Complex Catastrophes

08:00 Reception & Continental Breakfast
8:30 - 8:45 Welcome David Weaver
Goals and context of the Conference, and for Day One Ve [PResielEs el missen SUEiEey,
Exelon, USA
EIS Council's Mission: Hosting and catalyzing
collaborative, all-sector, international, solution-oriented Mike Bryson
resilience planning, development and implementation. Senior Vice President - Operations
The focus: mitigating and preparing for catastrophic PJM Interconnection, USA

events disrupting across our civilization's fast-evolving,
complex, tightly interdependent infrastructures and

ly chains.
supply chains Avi Schnurr

This meeting is focused on maximizing engagement President & CEOQ, EIS Council
with electric sector operators. The focus will be on

three Electric Grid Resilience Themes/Pillars: Chaos

Management, Resilient Communications; and Blackstart

8:45 -9:30 Global Crisis Management | “The Butterfly Effect” Part 1 Yosi Shneck

Immersion in Black Sky Decision-Making CTO Ginom Inc, Israel

This high-stakes, immersive exercise will be played by
select attendees acting as a “Global Crisis Management
Committee”. All attendees (in-person AND virtual) will
fully participate in the exercise as advisors to the GCMC
members.

9:30 -10:00 Coffee break

10:00 -10:50  Global Crisis Management | “The Butterfly Effect”
Part2

10:50 - 11:05 Breather

11:05 - 12:00 Navigating Chaos | Multisector decision support system Yosi Shneck

Unpacking the findings of the Butterfly Effect Exercise. CI©; Clnom I, [=rec]

Reviewing the complex interactions and unintended
consequences of decisions. Lessons imagined for decision
support in all phases of disaster resilience. Gil Kieni

CEO, Ginom Inc, Israel

Dr. Ehud Ganani
Vice President, Strategic Programs,
EIS, Israel

12:00 -13:00 Lunch
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Session 2

Blackstart in a highly-disrupted environment

13:00 -14:30 Blackstart in a highly-disrupted environment Dr. Paul Stockton (Panel host)
EPRO Blackstart Handbook | Briefing discussion Editor in Chief, EPRO Handbook V
(Blackstart); President, Paul N Stockton
LLC and former Assistant Secretary of
Blackstart Handbook Overview | Key findings and Defen.se for Homeland Defense and
discussion of the path to implementation America’s Security Affairs
Findings and Recommendations of the Blackstart
Handbook. Goals are to increase blackstart capacity;
improve blackstart robustness to include Black Sky; and
strengthen blackstart protocols.
14:30- 14:45 Breather

Session 3

Resilience, Redundancy, and Risk

14:45 - 15:30

Resilience and Redundancy Working Group Report | The path ahead

Overview, Resilience Barriers and Recommendations, and the urgency of confronting labor and
hardware fedundancies critical for handling Black Sky events

We will discuss the findings and Recommendations of the Resilience and Redundancy Working Group,
formed after the 2024 R2eP meeting in Valley Forge. Focus on: the relationship between reliability
and resilience; multiple definitions of resilience that are similar but not the same; and the need for the
design basis threat approach to Risk and Resilience.

15:30 -16:00

Coffee Break

16:00 -17:00

Resilience vs Risk Probability | Key energy sector policy changes to avoid intolerable risk

Reviewing the fundamental difference between policies designed to minimize historically-assessed
risk vs avoiding intolerable catastrophic scenarios that have not yet happened. Will feature wide
discussion of key policy changes needed, and the path to impleme nation.

The classic Risk Equation is Risk = Threat X Vulnerability X Consequences. When facing an intolerable
risk, best to reverse the order of consideration: R=C*V*T. If C is “death; non-recoverable destruction;
or economic ruin” and V is non-zero; the Threat variable should shift from a probability to a plausibility
score.

17:00 -17:15

Closing remarks

17:30 -19:30

Reception and Dinner hosted by PJM and Exelon Reception at the Emerson Gallery




DAY 2 THURSDAY | MAY 22

Session 4 Geostrategic Threats

08:00 Continental Breakfast
8:30 Welcome David Weaver
Goals and context for Day Two Vice President Transmission Strategy,
Exelon, USA
Mike Bryson

Senior Vice President — Operations
PJIM Interconnection, USA

Avi Schnurr
President & CEOQ, EIS Council

8:45 -9:05 Keynote address Dr. Sally Leivesley

Newrisk Limited UK, Former Cold War
Scientific Advisor for all-out nuclear
Global strategic risk, consequences and implications for attack protection, British Home Office,
critical pre-event planning. UK

Nuclear Attack:

The vulnerability to nuclear war is unacceptably high for
every country. Yet the threat level is back at height-of-
cold-war levels. What are the current consequences?
How can resilience be improved and the risk reduced?

Session 5 Blackstart Challenges: Comms and Resource Adequacy

9:05 - 9:50 Black Sky Blackstart & Comms Exercise Part 1 Ranger Dorn

Black Sky pre-mortem: Immersion in a cascading 2EEES DIEEHRE 215 Selhs]

infrastructure collapse catastrophe, and the implications
for urgent pre-event (i.e., today) plans and capabilities
needed. To include a special focus on blackstart and Black
Sky-capable comms

“You may not be interested in war, but war is interested
in you.” Global adversaries cannot defeat the U.S. military
directly. They will attack our infrastructure. Attendees

of this conference will be on the front lines as we jointly
respond to simulated attacks on our electric grids and
other critical infrastructures.

9:50 - 10:20 Coffee break

10:20 - 11:00  Black Sky Blackstart & Comms Exercise Part 2

11:00 - 11:15 Breather
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11:15 - 12:15 Collision Ahead | The Resource Adequacy / Policy Nexus Jim Robb
President and Chief Executive Officer,

Resource Adequacy is currently the “front burner NERC. USA

challenge for both reliability and resilience of the grid.
Industry executives will lead a broad discussion focusing
on practical steps needed, and brainstorming on how we
can get there.

Beyond external attacks, U.S. electric grids are stressed
by Resource Adequacy challenges. We will explore the
critical drivers: rapid increases in load growth broadly,
acute geographic loci of load growth, the “responsibility
to serve” challenge, and the rapidly changing generation
mix.

12:15 - 13:15 Lunch

13:15- 14:00 Black Sky Emergency Comms Working Group Report | Scott Blevins
The path ahead Technical Director for Communications

Overview, Assessing the opportunities and steps SRS

needed to achieve Black Sky-capable, broadly deployed
/ interoperable emergency communications that can
evolve to support a long duration, highly disrupted Black
Sky blackstart scenario

We will present key findings of the Emergency Comms
and Emergency Management Working Group, with

a special focus on empowering communities to
communicate more effectively with critical services,
including electric power, water, and emergency services
and government, during emergencies.

14:00 - 14:15 Breather

14:15 - 15:15 Energy Sector Web (ESWeb) | Progress report and next step opportunities for a sector-wide,
interoperable Black Sky comm option

Review of progress in the ongoing PJM, Exelon, Dominion Energy, EIS ESWeb initiative: An industry-
owned Black Sky-capable, high-speed emergency communication / internet voice and data network

The Electric Sector Web is currently a small pilot-level program within the PIM footprint. The

potential is great for the electric sector to take advantage of a robust, sector-owned-and-controlled
communications network, that will operate reliably under Black Sky conditions, but also under Blue Sky
day-to-day operations.

15:15 - 15:25 Coffee break

15:25-15:35 Keynote Dr. Rob Spalding
Black Sky Resilient, Private LTE, Part 1 Brig Gen, USAF (Ret), Founder and

Dr. Spalding will discuss the threat to critical CEO of SEMPRE, USA

infrastructure communications from adversaries and the
need for EMP protected communications. He will review
the work that SEMPRE is doing in both building out an
EMP protected national network and the various EMP
protected private LTE systems that SEMPRE is building.
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15:55 -16:15 Keynote Robert Schwartz
Black Sky Resilient, Private LTE, Part 2 Managing Partner, Westpark Partners,
and Former President, CEO and

Inadi i ith Scott Blevins, th ill lore th . )
n a discussion wi co evins, they will explore the Director of Anterix

role of communications in securing our nation’s critical
infrastructure and especially the utility grid, focusing on
the rapidly expanding utility adoption of private wireless
broadband communications (P-LTE) and its positive
implications for security, resiliency and control. This
interactive dialog will touch on the broad set of use cases,
spectrum, industry partnerships and associations that
are all working together to help drive collective solutions.

16:15- 16:30 Takeaways from Day Two

Review Day Two highlights and vision for proactive opportunities/actions emerging from the Black Sky
Resilience Conference

16:30 Conference Concludes
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